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9HKLFXODU V\VWHPV 9$1(7V DUH D GHYHORSLQJ UHVHDUFK DUHD ZLWK DQ H[WHQVLYH QXPEHU RI XWLOL]DWLRQ FDVHV $QWLFLSDWHG
DSSOLFDWLRQV LQFRUSRUDWH VDIHW\ DSSOLFDWLRQV LQIRWDLQPHQW VHUYLFHV HWF 9$1(7V FRQQHFW YHKLFOH LQWR D KXJHPRELOH DG KRF
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9HKLFXODU $GKRF QHWZRUN LV UHTXLUHG WR VXEVWDQWLDO +HQFHIRUWK WKH DSSURSULDWLRQ RI &5/V LV LQFOLQHG WR KLJK GHIHU ,Q
DGGLWLRQ EULQJLQJ WRJHWKHU WKH UHQRXQFHPHQW FKRLFH WR WKH&HUWLILFDWLRQ$XWKRULW\ UHQGHUV WKH\ KDYH WR EH D ERWWOHQHFN DQG
DGGLWLRQDOO\ IRU UHPRYLQJ WKH GLVDSSRLQWPHQW IDFWRU:KDW











KDVWRFRQVLGHU WKHDFFRPSDQ\LQJDWWULEXWHVFULWHULD WRJDXJHVHFXULW\ZKLFKLQFRUSRUDWHVDYDLODELOLW\FRQILGHQWLDOLW\ LQWHJULW\









Non-repudiation:'ULYHUVEULQJLQJDERXWPLVKDSVRXJKW WREHGHSHQGDEO\ UHFRJQL]HGDVHQGHURXJKWQRWKDYH WKHFDSDFLW\ WR
GHQ\WKHWUDQVPLVVLRQRIDPHVVDJH
High Mobility:9$1(7LVVDPHDVWKHZLUHGV\VWHPQRGHRQWKHEDVLVFRPSXWDWLRQDOFDSDFLW\DQGYLWDOLW\VXSSO\VWLOOWKHKLJK
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                   Selfish Driver:7KHJHQHUDOWKRXJKWIRUWUXVWLQ9HKLFXODU1HWZRUNLVWKDWDOOYHKLFOHVPXVWEHWUXVWHGDWILUVWWKHVH
YHKLFOHVDUHWUXVWHGWRWDNHDIWHUWKHSURWRFROVLQGLFDWHGE\WKHDSSOLFDWLRQDIHZGULYHUVDWWHPSWWRDPSOLI\WKHLUEHQHILWIURPWKH





Malicious Attacker: 7KLV VRUW RI DWWDFNHU WULHV WR EULQJ DERXW KDUP E\PHDQV RI WKH DSSOLFDWLRQV DFFHVVLEOH RQ WKH YHKLFXODU










ZLWKRQHYHKLFOH WKHQRQWR WKHQH[WYHKLFOHQHHGV WKHDVVLVWDQFHRI5687KHFHQWUDOL]HGVHUYHU LVQRWQHHGHGDV WKHNH\VDUH
VKDUHG JURXS DXWKHQWLFDWLRQ LV QRW QHHGHG IRU H[FKDQJLQJ WKH GDWD RQ WKH JURXQGV WKDW WKH NH\ LWVHOI VKDUHG WKH GDWD ,Q WKLV








VXFK V\VWHP FRXOG FDXVH GDPDJLQJ RXWFRPHV ,W LV FRQVHTXHQWO\ LPSRUWDQW WR GLVFRXUDJH PLVEHKDYLRU DQG VKLHOG 9$1(7
IUDPHZRUNV DJDLQVW LW NHHSLQJ LQPLQG WKHHQGJRDO WRJXDUDQWHH ULJKW DQG VPRRWKRSHUDWLRQVRI WKH V\VWHP ,Q WKLV SDSHU D
GHIHQVHSURFHGXUHLVSURSRVHGWRKDQGOHWURXEOHPDNLQJLQ9$1(7VEURXJKWRQE\HLWKHUIDLOLQJKDUGZDUHRULQWHQWLRQDODWWDFNV
,W FDQ EH XWLOL]HG DV D SDUW RI ERWK EHWZHHQ YHKLFOH DQG YHKLFOHWREDVH LQWHUFKDQJHV ZKHUH FOLHQW VHFXULW\ LV H[FHSWLRQDOO\
QHFHVVDU\ KRZHYHU UHVXOWV LQPRUH FRPSOLFDWLRQV WR WKH GHIHQVH %\ XWLOL]LQJPLVEHKDYLRXU GHIHQFH WHFKQLTXH FOLHQWV RI WKH
IUDPHZRUNFDQVWRSPLVEHKDYLRXUZKLOHVWRSSLQJLQIUHTXHQWRUXQH[SHFWHGPLVEHKDYLRXU
7KHDXWKRULQKDVSURSRVHGFRPSXWHUHDOWLPHURDGWUDIILFWKURXJK9631SURWRFRO,QWKLVIUDPHZRUNLWXWLOL]HV5RDGVLGH
XQLW 568 DQG7UXVWHG$XWKRULW\ 7$ DQGRQERDUGXQLW WR JLYHRQJRLQJ VWUHHW DFWLYLW\ ,Q WKLV IUDPHZRUN2%8FRQVWDQWO\
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%XU\ KXE0RELOLW\ &RUUHODWLRQ IRU *URXS 'HWHFWLRQ DQG ,QYHVWLJDWLRQ LQ 9$1(7 KDV SURSRVHG YHUVDWLOLW\ UHODWLRQVKLS





WKH 9$1(7 V\VWHP 7KLV V\VWHP JLYHV VHFXULW\ DJDLQVW GDWD PRGLILFDWLRQ ZURQJ RFFDVLRQ DQG LQIRUPDWLRQ FROOHFWLRQ DQG
LQIRUPDWLRQIDOOLQJ,QWKLVSURWRFROGHIHFWLYHKXEVUHFRJQL]HDQGH[SHOLWIURPWKHV\VWHP7KLVDOJRULWKPLVFKLHIO\IRFXVHGRQ
GDWDZKLFKLVH[FKDQJHGRQWKHV\VWHP,WPLJKWEHVLQJOHERXQFHRUPXOWLKRSV\VWHP(IIHFWLYH&RQGLWLRQDO3ULYDF\3UHVHUYDWLRQ
&RQYHQWLRQ ,V D SURSRVHG IUDPHZRUN WKDW JLYHV WZR VROXWLRQV RQ DQRQ\PRXV DXWKHQWLFDWLRQ IRU VDIHW\ PHVVDJHV ZLWK


















7KH DXWKRU SURSRVHG WKH PXWXDO NH\
PDQDJHPHQW PHWKRG WKDW KDV GLIIHUHQW




QHHGHG IRU H[FKDQJLQJ WKH GDWD RQ WKH
JURXQGV WKDW WKHNH\ LWVHOI VKDUHG WKHGDWD
,Q WKLV IUDPHZRUN WKHUH LV QR QHHG IRU
DGGLWLRQDOFRQYHQWLRQIRUWKHDXWKHQWLFDWLRQ
EH\RQGWKHUHDFKEHFDXVHHDFKSDUWLFLSDWLQJ









$ GHIHQFH SURFHGXUH LV SURSRVHG WR




YHKLFOH DQG YHKLFOHWREDVH LQWHUFKDQJHV
ZKHUH FOLHQW VHFXULW\ LV H[FHSWLRQDOO\









7KH DXWKRU KDV SURSRVHG KDV SURSRVHG
FRPSXWH UHDO WLPH URDG WUDIILF WKURXJK
9631SURWRFRO
7KLV SURWRFRO JLYHV VHFXULW\ IURPPHVVDJH
LQWHJUDWLRQ DQG YDOLGDWLRQ ,GHQWLW\ SULYDF\
SURWHFWLQJ WUDFHDELOLW\ DQG SULYDF\ ,W
XWLOL]HV ELOLQHDU PDSSLQJ WR JXLGH VHFUHW
NH\WRRSHQNH\PDSSLQJDQGXVHV%RQHK±






'HWHFWLRQ DQG $QDO\VLV LQ
9$1(7V
%XU\KXE0RELOLW\&RUUHODWLRQIRU*URXS
'HWHFWLRQ DQG ,QYHVWLJDWLRQ LQ9$1(7
KDV SURSRVHG YHUVDWLOLW\ UHODWLRQVKLS
DPRQJWKHPRYLQJYHKLFOH
7R JDXJH UHODWLRQVKLS DPRQJ YHKLFOH LW
HPSOR\V VSDWLDO ORFDOLW\ QRGH >6/6@
SRUWDELOLW\ DQG WHPSRUDO ORFDOLW\ RI QRGH
GHVLJQ >7/6@ $IWHU DVFHUWDLQLQJ ERWK
HVWLPDWLRQVRI6/6DQG7/6DWKLUGVWUDWHJ\










9HKLFXODU 6HFXULW\ WKURXJK 5HSXWDWLRQ
DQG 3ODXVLELOLW\ &KHFNV XVHV FOLHQW
V
QRWRULHW\ DQG FUHGLELOLW\ WR SHUIRUP
VHFXULW\LQWKH9$1(7V\VWHP
7KLV V\VWHP JLYHV VHFXULW\ DJDLQVW GDWD
PRGLILFDWLRQ ZURQJ RFFDVLRQ DQG
LQIRUPDWLRQ FROOHFWLRQ DQG LQIRUPDWLRQ
IDOOLQJ ,Q WKLV SURWRFRO GHIHFWLYH KXEV
UHFRJQL]H DQG H[SHO LW IURP WKH V\VWHP
7KLV DOJRULWKP LV FKLHIO\ IRFXVHG RQ GDWD
ZKLFKLVH[FKDQJHGRQWKHV\VWHP,WPLJKW
EHVLQJOHERXQFHRUPXOWLKRSV\VWHP











3UHVHUYDWLRQ &RQYHQWLRQ ,V D SURSRVHG
IUDPHZRUN WKDW JLYHV WZR VROXWLRQV RQ
DQRQ\PRXV DXWKHQWLFDWLRQ IRU VDIHW\
PHVVDJHV ZLWK WUDFHDELOLW\ RI QRGH WKDW
VWDUWHGWKHPHVVDJH
7KH EXLOGLQJ GHVLJQ LQ WKLV WHFKQLTXH
FRQWDLQV 7UXVWHG $XWKRULW\ >7$@ RU WKH
IXQGDPHQWDO VHUYHU ZKLFK FRQWLQXDOO\
FRUUHVSRQG ZLWK 5RDG 6LGH 8QLW >568@
568 ZKLFK FDQ FRPPXQLFDWH ZLWK RQ
ERDUG 8QLW >2%8@ WR GLUHFW DUHD RI WKH
PHVVDJH 7KH 2%8V DUH FRQWLQXDOO\
FRPPXQLFDWLQJ ZLWK WKH UXQQLQJ YHKLFOHV
DQG WHOHFDVW JHQXLQH PRYHPHQW GDWD WR










7KH DXWKRUV KDYH SURSRVHG D SURWHFWHG
DUFKLWHFWXUH
7KLV SURWRFRO VHW PRVW H[WUHPHPHVVDJH D
QRGH FDQ VHQG VR LW ZLOO OLPLW PDOLJQDQW
QRGHV WR WHOHFDVW IDOVH PHVVDJH LQWR WKH











'LYHUVH JURXSV DUH IUDPHG GHYHORSLQJ
WKHLUJHRORJLFDODUHDDQGJURXSVIRUZDUG
PHVVDJHVWRRQHDQRWKHU
,Q WKLV VWUDWHJ\ JURXS OHDGHU LV FKRVHQ
KDSKD]DUGO\ DQG YLD JURXSLQJ OHDGHU
PHVVDJHVDUHSDVVHG ,Q WKLVEDUULQJ WKHRI
JURXS OHDGHU DOO QRGHV DUH VDIH IURP











7KLV WHFKQLTXH XVHV K\EULG PHWKRG LV
XVHG WR JLYH FOLHQW FRQWLQXRXV UDLG
PRYHPHQW
,Q WKLV WHFKQLTXH LW XWLOL]HV ERWK 9$1(7
DQG 0$1(7 DGYDQFHPHQWV WR JLYH
FRQVWDQWURDGDFWLYLW\,WSURSRVHGUHDOWLPH
SDWK SODQQLQJ DOJRULWKP WR OHVVHQ QRUPDO
WUDYHOOLQJFRVWE\UHGXFLQJWKHFKDQFHVRID
YHKLFOH JHWWLQJ VWXFN LQ WKH PRYHPHQW ,W
LQFUHDVHVRYHUDOOSHUIRUPDQFHRIWKH9$17
QHWZRUNE\RIIHUUHDOWLPHURDGWUDIILFGDWD
 $Q DGYDQFHG VHFXULW\
VFKHPH EDVHG RQ FOXVWHULQJ
DQG NH\ GLVWULEXWLRQ LQ
YHKLFXODUDGKRFQHWZRUNV

,Q  D SURJUHVVHG 6HFXUH SODQ LV
SUHVHQWHGLQYLHZRI&OXVWHULQJDQG.H\
'LVWULEXWLRQ 6&.' DPRQJ LQGLYLGXDOV
DQGFOXVWHUKHDGVLQ9$1(7
)RU D VDIH HQGWRHQG WUDQVPLWWDQFH WKH
DOJRULWKP VHQGV WKH SUR[\ VLJQDWXUH EOLQG
SUR[\ VLJQDWXUH DQG V\PPHWULF
FU\SWRJUDSK\5HVXOWVGHPRQVWUDWHWKDWWKLV
DOJRULWKP PDLQWDLQV VHFXULW\ SUHUHTXLVLWHV
LQFOXGLQJ YHULILFDWLRQ SULYDF\ GDWD
LQWHJULW\ QRQGLVDYRZDO DQG
XQIRUJHDELOLW\6LQFH WKH H[SHQVH DQG WLPH







PRELOH DG KRF QHWZRUN VKDUH GDWD RQ D ELJJHU VFDOH 7KH DWWULEXWHV RI9$1(7 SRVWXUH ERWK GLIILFXOWLHV DQG RSSRUWXQLWLHV LQ




SRLQWV WKDW PDNH LW EHWWHU WKDQ RWKHU SURSRVHG VFKHPHV IRU D VDIH HQGWRHQG WUDQVPLWWDQFH WKH DOJRULWKP VHQGV WKH SUR[\
VLJQDWXUH EOLQG SUR[\ VLJQDWXUH DQG V\PPHWULF FU\SWRJUDSK\ 5HVXOWV GHPRQVWUDWH WKDW WKLV DOJRULWKP PDLQWDLQV VHFXULW\
SUHUHTXLVLWHV LQFOXGLQJ YHULILFDWLRQ SULYDF\ GDWDLQWHJULW\ QRQGLVDYRZDO DQG XQIRUJHDELOLW\ 6LQFH WKH H[SHQVH DQG WLPH
SURFHVVLQJRINH\JHQHUDWLRQDQGGLVVHPLQDWLRQGLPLQLVKHVE\6&.'ORRNHGDWZLWKGLIIHUHQWFDOFXODWLRQVWKLVDOJRULWKPFDQEH
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XVHG IRU 9$1(7V %XW VWLOO WKHUH LV D JUHDW VFRSH RI LPSURYHPHQW WKDW QHHGV WR EH GRQH 7KXV IRU WKH IXWXUH VFRSH DQ
LPSURYHPHQWLQWKLVVFKHPHLVVXJJHVWHGVRWKDWWKHVHFXULW\RI9$1(7VLVQRWFRPSURPLVHGDWDQ\FRVW
5HIHUHQFHV
 /HL =KDQJ 4LDQKRQJ :X 6RODQDV $  'RPLQJR)HUUHU -  ³$ 6FDODEOH 5REXVW $XWKHQWLFDWLRQ 3URWRFRO )RU 6HFXUH
9HKLFXODU&RPPXQLFDWLRQV´,(((9HKLFXODU7HFKQRORJ\6RFLHW\9ROXPH3DJHQR±





 5DVKPL5DL\D 6KXEKDP *DQGKL ³6XUYH\ RI 9DULRXV 6HFXULW\ 7HFKQLTXHV LQ 9$1(7 ³ 9ROXPH  ,VVXH  -XQH
,QWHUQDWLRQDO-RXUQDORI$GYDQFHG5HVHDUFKLQ&RPSXWHU6FLHQFHDQG6RIWZDUH(QJLQHHULQJ9ROXPH,VVXH-XQH
 $VKRN 6KLYDML'DGDOL 3URI 5DP -RVKL ³6XUYH\ RQ 9$1(7 3URWRFROV DQG 6HFXULW\ 7HFKQLTXHV´  ,QWHUQDWLRQDO -RXUQDO RI
6FLHQFHDQG5HVHDUFK
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 5HDO7LPH 3DWK 3ODQQLQJ %DVHG RQ +\EULG9$1(7(QKDQFHG 7UDQVSRUWDWLRQ 6\VWHP 0LDR :DQJB +DQJJXDQ6KDQ\
5RQJ[LQJ/X]5DQ=KDQJB;XHPLQ6KHUPDQ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